Symantec™ Endpoint Protection 14
Data Sheet: Endpoint Security
Overview
Last year, we saw 431 million new malware variants, ransomware attacks diversified, and zero-day threats had more than
1

doubled . The threat environment is evolving quickly and given the size and complexity of today's networks, organizations are
struggling to keep up. There are many vendors and startups trying to thwart malware infections with alternative methods and
point solutions that offer limited protection. Everyone agrees that endpoint security remains critical, but delivering an effective
solution is even more challenging than ever.
To protect against today’s sophisticated threat landscape, customers need to stop threats regardless of how their endpoints
are attacked. Accomplishing this requires certain capabilities:
• Advanced technologies to detect unknown threats and prevent zero day attacks including ransomware
• Memory exploit prevention for popular applications and operating systems
• Access to the richest global threat intelligence to protect against threats in real-time
• Orchestrated response to stop threats quickly
• Proven protection across all devices without compromising performance
Symantec Endpoint Protection 14 is designed to address today’s threat landscape
with a comprehensive approach that spans the attack chain and provides defense in
depth. By utilizing the world’s largest civilian threat intelligence network, Symantec
Endpoint Protection 14 can effectively stop advanced threats with next
generation technologies that apply advanced machine-learning, file reputation
analysis, and real-time behavioral monitoring. In addition to essential prevention
technologies that are equally important to an organizations overall protection. With a
single management console and lightweight agent that can integrate with other
products in the security infrastructure to quickly respond to threats, Symantec
Endpoint Protection 14 provides protection at the endpoint without compromising
performance.
Comprehensive Pro
Protection
tection acro
across
ss the A
Attack
ttack Chain
A combination of next generation and essential technologies stop advanced threats and rapidly-mutating malware regardless
of how they attack your endpoint - all in a high-performance, lightweight agent.
Incursion:
• Net
Network
work Intrusion Prevention, URL and Firewall P
Policies
olicies: Symantec’s network threat protection technology analyzes
incoming and outgoing traffic and blocks threats while they travel through the network before hitting endpoints. Rulesbased firewall and browser protection are available to protect against web-based attacks. In general, with strong network
protection, over half of threats can be detected before delivery to the endpoint.
• Application Beha
Behavioral
vioral Control
Control:: Controls file and registry access and how processes are allowed to run.
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• Device Control: Restrict access to select hardware and control what types of devices can upload or download information.
External media control can be combined with application control to offer more flexible control policies.
• Memor
Memoryy Exploit Mitigation: Neutralizes zero-day exploits like Heap Spray, SEHOP overwrite, and Java exploits in popular
software that have not been patched by the vendor. This signatureless technology works regardless of the flaw, bug, or
vulnerability.

Inf
Infection:
ection:
• Memor
Memoryy Exploit Mitigation: Also plays a role in detecting malware to prevent infection.
• File Reputation Analysis: Symantec’s unique reputation analysis utilizes our global intelligence network to correlate tens
of billions of linkages between users, files, and websites to proactively block more threats and defend against rapidly
mutating malware. by analyzing key file attributes such as how often a file has been downloaded, how long a file has been
there, and where it is being downloaded from, we can accurately identify whether a file is good or bad and assign a
reputation score all before the file arrives at the endpoint. By utilizing file reputation only at-risk files are scanned,
effectively eliminating a significant amount of scan overhead.
• Machine LLearning
earning: Advanced machine learning on the endpoint stops new and unknown threats reducing our dependence
on signatures. Using the trillions of samples of good and bad files in the global intelligence network to train the machine
learning results in a very low false positive rate.
• Emulation: The high-speed emulator detects malware hidden using polymorphic custom packers. The static data scanner
runs each file in milliseconds in a lightweight virtual machine to cause threats to reveal themselves, improving not only our
detection rates but performance.
• Anti-virus File Pro
Protection
tection: Signature-based antivirus and advanced file heuristics look for and eradicate malware on a
system to protect against viruses, worms, Trojans, spyware, bots, adware, and rootkits.
• Beha
Behavioral
vioral Monitoring: Behavioral monitoring within Symantec Endpoint Protection is very effective, even though few
threats make it to this point undetected. It leverages machine learning to provide zero-day protection, effectively stopping
new and unknown threats by monitoring nearly 1,400 file behaviors while they execute in real-time to determine file risk.
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Inf
Infes
estation
tation and Exfiltration:
• Beha
Behavioral
vioral Monitoring: Behavioral monitoring also plays a role in stopping the spread of infection.
• Net
Network
work Intrusion Prevention, URL and Firewall P
Policies
olicies: Both incoming and outgoing data is analyzed to blocks threats
while they travel through the network.
Global Threat Intelligence: Our next-gen technologies take advantage of patented real-time cloud lookup techniques that
provide rapid access to the world's largest civilian threat intelligence network. This enhances our machine learning with a deep
understanding of the latest threat techniques to provide maximum protection across all endpoints; using our cloud algorithms
updated in real-time. Data collected from 175 million endpoints and 57 million attack sensors in 157 countries is analyzed by
over a thousand highly skilled threat researchers, providing unique visibility and developing cutting edge security innovations
to combat threats.
Advanced Capabilities Deliver High-Performance
Although Symantec Endpoint Protection includes a wide breadth of technologies, it has been optimized so as not to slow down
the network or the user; and consistently performs at the top of third party tests in terms of performance.
• Intelligent Threat Cloud'
Cloud'ss rapid scan capabilities using advanced techniques such as pipelining, trust propagation, and
batched queries has made it unnecessary to download all signature definitions to the endpoint to maintain a high level of
effectiveness. Therefore, only the newest threat information is downloaded, reducing the size of signature definition files by
up to 70%, which in turn reduces bandwidth usage.
• With the additional effectiveness provided by Advanced Machine Learning on the endpoint not only has the frequency of
downloads been reduced, but there is a minimum of disruption due to false positives to impact productivity.
• The single lightweight agent combines technologies and capabilities normally only obtained through multiple agents:
machine learning, exploit mitigation, Endpoint Detection and Response (EDR), and antimalware. This presents the
organization with the opportunity to reduce the number of managed agents on their endpoints for possible performance
increases; while reducing the burden on IT and lowering total cost of ownership.
Easy Integration for an Orchestrated Response at the Endpoint
Symantec Endpoint Protection includes a single console and agent that offers protection across operating systems, platforms,
and businesses of any size.
• Power Eraser: An aggressive tool, which can be triggered remotely, to address advanced persistent threats and remedy
tenacious malware.
• Ho
Hosst Inte
Integrit
grity:
y: Ensures endpoints are protected and compliant by enforcing policies, detecting unauthorized changes, and
conducting damage assessments with the ability to isolate a managed system that does not meet your requirements. Use
with threat detection products to orchestrate a response to quarantine an infected endpoint to quickly stop the spread of
infection until you can remediate or reimage the endpoint.
• Sys
ystem
tem LLock
ockdown
down: Allow whitelisted applications (known to be good) to run, or block blacklisted applications (known to be
bad) from running. Symantec Advanced Threat Protection (ATP) and Secure Web Gateway can use the programmable APIs
to communicate with the SEP Management (SEPM) Console and orchestrate a response to blacklist newly discovered
malicious applications using Application Control. Runs across Windows®, Mac®, Linux®, virtual machines, and embedded
systems.
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• Secure W
Web
eb Gatewa
Gatewayy Inte
Integration
gration: New programmable REST APIs make integration possible with existing security
infrastructure including Secure Web Gateway, orchestrating a response at the endpoint to quickly stop the spread of
infection.

• EDR Console (A
(ATP:Endpoint)
TP:Endpoint) Inte
Integration
gration: Symantec Endpoint Protection is integrated with Symantec Advanced Threat
Protection:Endpoint (EDR Console) designed to detect, respond and block targeted attacks and advanced persistent threats
faster by prioritizing attacks. EDR (Endpoint Detection and Response) capability is built into Symantec Endpoint Protection
making it unnecessary to deploy additional agents.

Protection, Performance, and Response
Symantec Endpoint Protection is a consistent leader in endpoint protection:
• Repeatedly scoring a AAA rating (the highest score) from SE Labs
3

• A/V Test , 18 months with 100% protection for zero-day attacks
4

• A leader in the Gartner Magic Quadrant for the last 14 years
5

• Recommended product with 5 star rating from SC Magazine
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SE Labs at https://selabs.uk/en/reports/enterprise
AV Test at https://www.av-test.org/en/antivirus/business-windows-client/
4. Gartner Magic Quadrant Feb 2016
5. SC Magazine Endpoint Product Review August 2016
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* For a complete list of system requirements visit our support page
**Support added in Symantec™ Endpoint Protection 12.1.6 MP1a
Note: Symantec™ Endpoint Protection 12.1.6 MP2 supports Mac OS X10.11
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